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Social Networks - Do’s and Don’ts

e Only establish and maintain connections with people you know Minimizing your Facebook Profile
and trust. Review your connections often. g
e Assume that ANYONE can see any information about your f Mo Sl | Find Friends
activities, personal life, or professional life that you post and share. ficcount Settings
e Ensure that your family takes similar precautions with their Click to access Frivacy
accounts; their privacy and sharing settings can expose your [BEREEEISACHIE Log Cut
personal data.
s Avoid posting or tagging images of you or your family that clearly
show your face. Select pictures taken at a distance, at an angle, or | Facebook has hundreds of privacy and sharing options. To control

Home IS Go to Downward Arrow >
Privacy Settings

Access Facebook
Privacy Setting Here

Help

otherwise concealed. Never post Smartphone photos and don’t how your personal information is shared, you should use the
use your face as a profile photo, instead, use cartoons or avatars. | settings shown below (such as Only Me, Friends Only) for (1) Privacy,
e Use secure browser settings when possible and monitor your (2) Connecting, (3) Tags, (4) Apps/Websites, (5) Info Access through
browsing history to ensure that you recognize all access points. Friends, and (6) Past Posts.
Control Your Default Privacy How You Connect
This setting will apply to status updates and phiotes you post 1o yvour profile from 2 Faceoonk app that
doe=n't have the inlne audience selecton, Tke the Facebook &pp for iPhone, .
Wwehao can look up your profile by name or conkact info? 2 Friends ~
Change to /
“Friends Only” ' I a Wha can send wou friend requesks? | 42 Friends of Friends ~ |
Puhlic Friends Custom ) :
~ & o Who can send wou Facebook messages? | 12 Friends ~ |
Who can post on wour Wall? | 18 Friends ~ |
42 Howi You Connect Wwho can see Wall posts by others on wour profile?
Conkrol how you conneck with people you know, Edit Settings e % ¥ K ' x Only Me ~
% How Tags work Learn more m
cConkrol what happens when Friends tag you o your conteri, Edit Settings \
How Tags Work 3
Conkral what gets shared wih apps, games and websitzs, p—— Edit Sotlings
Profile Review of posts Frizmds kag vaouin before they go on yaur 5
profile (note: tags may skl appear elsewhere on Facebook) o
[B Limit the Audience for Past Posts
Lirit the: audiencs for posts you shared with more than friends, IManage Past Post Yisiilty Tag Review of tags that Frisnds wankt to add to your posts o r
© Block Lists Profile Vigibility of posts you're tagged in once they're on wour profile 12 Friends -
Manage vour Ists of blocked paoplz and 2pps. [Manage Block Lists
Tag Suggestions when frisnds upload phatos that look like you cff >
Choose Your Privacy Settings » Apps, Games and Vbsites
Friends Can Check ¥ou Into Places using the mobile Places app [
Apps you use “oure using 1 app, geme or websice: Edit Settings
& Yahoo! BUgst 27

4 Remove urwanted or spammy apps.

# Turnoff &l platform aops,

cessible through your friends

How people bring your info to Pecole who can sz your info can bring i with them when thew uze Edit Settings
AppE ey EPF‘&:-'SE H't‘:;:’-m"g Facabt L ties cobmi el atinftalon Denede Lise thee settings below bo control which of your information is available to applications, games and websites
can being st thern,

\ wihen wour friends use them, The more info you share, the more social the experience.

[ Bio [T My videos Uncheck
[T Birthday [T My links ALL Boxes

Instant personalization Lets you es ralevart informztion abouty

| Edit Settings
T e e P e rsonalization

[T Family and relationships [T My notes
A i [T Interestedin [~ Photos and videos I'm tagged in
Public scarch Shawvs & pravizw of your Faceback profil Disable Public Edit Settings s o =
using @ search engine. Search 1 : [ Religious and political views [T Hometown

T My website [T Current city
Limit The Audience for Old Posts on Your Profi [T IfI'm online [~ Education and work
[T My status updates [T Activities, interests, things I like
!,"i\ TF yiou use this tool, content on wour profile you've shared with more than wour friends (e [T My photos [ Places I check in to

Public posts) on wour Wall will change to Friends. Reemember: people who are tagged and their
friends may see those posts as well,

Save Changes | Cancel
You alse have the option bo indivvidually change the audience of your posts. Just go ko the post
wiou want ko change and choose a different audience,

Limit Old Posts to
Friends Only

Learn about changing old posts

Limit Old Posts | Gancel
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Do not login to or link third-party sites (e.g. twitter, bing) using your Facebook account. “Facebook Connect” shares
your information, and your friends’ information, with third party sites that may aggregate and misuse personal
information. Also, use as few apps as possible. Apps such as Farmville access and share your personal data.

Switching to Timeline

Timeline is a new profile format by Facebook. For your protection, switch to Time;-line and protect your profile data before Facebook

implements this change site-wide without your consent.

~ Friends Message ¥ v

Access Profile
Settings Here

Profile Settings
& Work and Education / # Edit History by Year
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o Work and Education Done Editng
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Introducing Timefine - 3 Hew Kind of Profile
Timeline is your colection of the photos, posts and experiences that help t=il your stary. Learn more,

Get Timeline |87 4778

Cover Photos are always visible to PUBLIC.
Do not use facial images as your cover photo.

Summary Panel provides a brief look into your
profile. The visibility follows user’s privacy setting

Stories are activities, such as a status update,
published in chronological order. The visibility of
activities is controlled by user’'s privacy setting.

Click “About” on your Timeline. Apply and save settings shown to ensure that your information is visible to only people of your choosing.
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Birthday

Don't show my birthdzy on my timeline E

Interested In: [|Women [|Men JIGEINZN:IETTA 8
e 2
[ T — Urded Sisbes (+1} [+ i~ Change to
acd b . &~
Change to PTEES Erignds
Ohor Phonas: | Work | U Only Me - m
ATM =1 - o
Adére: 8- &
Cily) Tawr
I 2
Heighborhood
5= [
Wiebsite: ‘_ 5~
Change to :
Fietorks: Sd2 Friends
=

Deactivating / Deleting Your Facebook Account

Search Wome FProbe  FindFriends  Account v

Security Settings
Seoare Browseng

Login Notifications n rtrranee sve desabled

Login Approvals Aprcas i nat roguiend whn lodgeg in s i e

Recogaired Devices

Active Sessions

Useful Links

To deactivate your Facebook account, go to Account Settings and
select Security. To reactivate your account log in to Facebook with
your email address and password.

To delete your Facebook account, go to Help Center from the
account menu. Type Delete into the search box. Select How do |
permanently delete my account then scroll down to submit your
request here. Verify that you want to delete your account. Click
Submit. FB will remove your data after 14 days post security check.

A Parent’s Guide to Internet Safety

www.fbi.gov/stats-services/publications/parent-guide

Wired Kids
Microsoft Safety & Security

www.wiredkids.org/

www.microsoft.com/security/online-privacy/social-networking.aspx

7ibg

OnGuard Online

www.onguardonline.gov/topics/social-networking-sites.aspx

www.ibgweb.com




